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ONLINE SAFETY POLICY 
Please read in conjunction with our Privacy Notice and Data Protection Policy

TOG has a commitment to keeping children safe and healthy and Online Safety Policy operates at all times under the umbrella of the Safeguarding Policy. The Online Safety Policy is the implementation of the Safeguarding policy in relation to electronic communications of all types.  This policy is written in line with ‘Keeping Children Safe in Education’ 2021 (KCSIE) and applies to all members of the TOG community, including staff, children, volunteers, parents/carers, and visitors.

EYFS key themes and commitments.
	A unique Child
	Positive Relationships
	Enabling Environments
	Learning and Development

	1.3 Keeping safe

	2.1 Respecting each other
2.2 Parents as partners
	3.4 The wider context
	4.4 Personal, social & emotional development



1. Introduction and core principles
Internet-enabled technology is regarded as an essential resource to support teaching and learning and contributes significantly to children and young peoples’ enjoyment of learning and development. Technology skills are vital to accessing life-long learning and employment. It is important for children to learn to be safe online from an early age and TOG can play a vital part in starting this process. 
In line with our other policies that protect pupils from danger and risk of harm, there is a requirement to provide and model the safe use of technology and begin to teach them to be aware of and respond responsibly to possible risks.
Only TOG staff can access TOG’s computers both for the children and photographs at any time.
1. Responsibilities of TOG staff
The Designated Person for Safeguarding is responsible for online safety and manages the implementation of this Internet Policy. 
Internet safety in the nursery depends on staff, parents, carers and visitors taking responsibility for the use of internet and other communication technologies such as mobile phones. It TOG’s responsibility to use technical solutions to limit internet access and to monitor their effectiveness. 
Roles and responsibilities are listed below:
	Role
	Responsibility

	Manager and Deputy Leader

	· Ensure that all staff receive suitable CPD to carry out their Online Safety roles 
· Create a culture where staff feel able to report incidents
· Ensure that there is a system in place for monitoring Online Safety 
· Follow correct procedures in the event of a serious Online Safety allegation being made against a member of staff or pupil
· Inform the local authority about any serious Online Safety issues
· Ensure that the centre’s computers are as safe and secure as possible 
· Ensure that policies and procedures approved within this policy are implemented
· Log, manage and inform others of Online Safety incidents and how they have been resolved where this is appropriate
· Ensure all staff are aware of the procedures outlined in policies relating to Online Safety
· Provide and/or broker training and advice for staff

	All Staff

	· Participate in any training and awareness raising sessions
· Read, understand, sign and act in accordance with the AUP and Online Safety Policy
· Report any suspected misuse or concerns (within or outside TOG) to the Manager and check this has been recorded and actioned
· Model the safe, positive and purposeful use of technology
· Monitor the use of technology in the Centre
· Demonstrate consistently high standards of personal and professional conduct especially in relation to use of social networks, making sure that these are in line with TOG’s ethos and policies, including at the time of a Critical Incident



2. The Online Safety Policy is built on the following care principles:
 Guided educational use
Significant educational benefits should result from internet use including access to information from around the world. Use of technology should be carefully planned and targeted within a regulated and managed environment. 
Updated guidance has been put in place for early years providers regarding screen use. The DfE has published guidance regarding this. 
For children under 2 – Avoid screen time all together other than in exceptional circumstances ie video call with parents/carers. 
For two to five year olds – Screen time should be limited to one hour a day. Less if possible. 
Due to this, TOG will limit the use of screentime and only to be used educational and ensuring children access screen with adult co engagement. 
We will only have the screen on for a short period of time as and when required. 
Risk assessment
We have a duty to ensure children at TOG are not exposed to inappropriate information or materials. We also need to ensure that children know how to ask for help if they come across material that makes them feel uncomfortable.

3. Why is it important for pre-school children to use technology?
Internet-enabled technology is an essential element in 21st century life for education, business and social interaction. The nursery has a duty to provide children with quality access to technology as part of their learning experience. 
Pre-school internet access will be tailored expressly for educational use and will include appropriate filtering. Pupils will learn appropriate internet use. Staff will guide pupils in online activities that will support their learning journeys.
The internet is also used in our setting to support the professional work of staff, to allow effective planning and to enhance our setting’s management information and business administration systems.

4. How will filtering be managed? 
TOG has a responsibility to ensure that ‘appropriate filters and appropriate monitoring systems are in place. Children are safeguarded from potentially harmful and inappropriate online material.” (Keeping Children Safe 2023),
Children’s access will be supervised with access to specific and approved online materials.
The Designated Leads are responsible for systems support that will ensure that the appropriate filters are applied to the PCs in the nursery and to the PCs in the office. 
If staff or pupils discover unsuitable sites have been accessed on the pre-school room PCs, they must be reported to the Designated Lead immediately so that filters can be reviewed. 
TOG’s committee will ensure there is sufficient funding and time made available for training should a new system come into the building.

5. Managing Content 
Staff are responsible for ensuring that material accessed by children is appropriate and for ensuring that the use of any internet derived materials by staff or by children complies with copyright law. 
The point of contact on the website should be our address, nursery e-mail and telephone number. Staff or children’s home information will not be published. 

6. Use of images
Photographs, video and sound recorded within TOG are used to support learning experiences across the curriculum, to share learning with parents and carers and to provide information about TOG on the website.  TOG will:
· build a culture where permission is always sought from the child before a photo is taken or video and sound are recorded. For example, staff will say ‘is it okay if I take your photo?’15

· ensure verifiable permission from parents or carers is obtained before images, sound recordings or videos of children are electronically published on the TOG website, on social media or in the local press.  The written consent, where children’s images, video and sound are used for publicity purposes, is kept until the data is no longer in use
· allow staff to take images, record video and sound to support educational aims, following this policy regarding the sharing, distribution and publication of those.  TOG equipment only is used. Personal equipment of staff is not allowed for this purpose
· make sure that images, sound or videos that include children will be selected carefully with their knowledge, taking care when taking digital/video images that pupils are appropriately dressed and are not participating in activities that might bring the individuals or TOG into disrepute
· make adults and children aware of the risk that any published image, video and sound could be harvested, reused and repurposed
· ensure that pupils’ full names will not be used anywhere on the TOG website, or within TOG branded social media, particularly in association with photographs
· only hold digital/video images on TOG approved secure storage areas.  There is an expectation that images and recordings are not retained longer than necessary and in line with the TOG Data Protection Policy.
· make clear to professional photographers who are engaged to record any events or provide a service that they must work according to the terms of the settings Online Safety Policy and will sign an agreement which ensures compliance with the Data Protection regulations and that images will only be used for a specific purpose, subject to parental consent. Photographers will not have unsupervised access to children.

7. Communication including Social Media
Email:
Children will not have access to email. The Manager and Deputy Leader will use TOG’s email address for professional communication. Other staff may use personal email addresses for communication, but this communication will not include information about specific children or parents. 
Social Media:
TOG will:
· control access to social media and social networking sites in TOG
· remind staff that any social media communication between staff and pupils or parents and carers is open, transparent and professional in tone and content
· discuss with staff the personal use of email, online learning platforms, social networking, social media and personal publishing sites as part of staff induction, building an understanding of safe and professional behaviour in line with DfE advice, being careful about subjects discussed online
· remind staff that no reference should be made to pupils, parents/carers or TOG staff on their personal social networking accounts
· register concerns (e.g. recording in Online Safety log) regarding any inappropriate use of email, social networking, social media and personal publishing sites (in or out of TOG) 
· support staff to deal with the consequences of hurtful or defamatory posts about them online
· inform the staff that in the case of a Critical Incident they should not make any comment on social media without the permission of the senior management team
[bookmark: _Hlk521566419]Personal devices: (including consideration of Keeping Children Safe 2020)
TOG will:
· inform staff that personal devices should only be used at break and lunchtimes in restricted areas when they are not in contact with children, unless they have the permission of the Manager (turned off at other times)
· ensure that staff understand that the AUP will apply to the use of their own portable / wearable device for TOG purposes
· inform staff and visitors that they are not allowed to use personal devices to take photographs or video in TOG for any purpose without the express permission of SLT
· check any use of a personal device for an education purpose (where permission has been given) only uses TOG’s internet connection on the site
· remind all those personal devices should be pin code or fingerprint protected and not discoverable by third parties
· advise staff not to use their personal mobile phone to contact parents and carers
· provide a mobile phone for activities that require them
· challenge staff and visitors when there is suspected misuse of mobile phones or devices

8. Parents and Online Safety
· This policy will be available to parents on our website. 
· Reminders about safe use will be on display in the Centre. 
· TOG will provide information to parents about safe use of technology on the website.

9.  Incident Management
TOG will follow Somerset’s incident flowchart to respond to illegal and inappropriate incidents as listed in those publications.  More than one member of staff (at least one should be a senior leader) will be involved in this process and the same designated computer will be used for the duration of any investigation.  All sites and content checked will be recorded and screen shots, signed and dated, will be kept where this is appropriate.  Where content being reviewed is suspected or known to include images of child abuse, the investigation will be referred to the Police immediately and no further access will be made by TOG to the material.
· All members of the TOG community will be informed about the procedure for reporting Online Safety concerns (such as breaches of filtering, online bullying, extremism, radicalisation, illegal content)
· Staff will record incidents in the appropriate concerns log.  All reported incidents will be dealt with and actions recorded.
· The Manager will be informed of any Online Safety incidents involving child protection concerns, which will then be escalated in accordance with TOG procedures
· TOG will inform parents and carers of any incidents or concerns if appropriate to do so
· After any investigations are completed, TOG will debrief, identify lessons learnt and implement any changes required
· Where there is cause for concern or fear that illegal activity has taken place or is taking place then TOG will contact Somerset Children Safeguarding Team and escalate the concern to the police
· If TOG is unsure how to proceed with any incidents of concern, then the incident may be escalated to the Education Safeguarding Service or Local Authority Designated Officer (LADO).
	If an incident or concern needs to be passed beyond TOG, then the concern will be escalated to the Education Safeguarding Service 

Should serious Online Safety incidents take place, the following external persons and agencies should be informed:
	Education Safeguarding Service
Via Somerset Direct where pupil involved

Local Authority Designated Officer (LADO)
Via Somerset Direct where staff involved



The police will be informed where users visit internet sites, make, post, download, upload, data transfer, communicate or pass on, material, remarks, proposals or comments that contain or relate to:
· child sexual abuse images
· promotion or conduct of illegal acts, under the child protection, obscenity, computer misuse and fraud legislation
· adult material that potentially breaches the Obscene Publications Act in the UK
· criminally racist or terrorist material, verbally abusive or threatening material information which is false and known or believed by the sender to be false

10. [bookmark: _Toc48206768]Sanctions and Disciplinary proceedings 
Sanctions and disciplinary procedures may be taken where users visit internet sites, make, post, download, upload, data transfer, communicate or pass on, material, remarks, proposals or comments that contain or relate to (unless this is part of an investigation:
· child sexual abuse images
· grooming, incitement, arrangement or facilitation of sexual acts against children Contrary to the Sexual Offences Act 2003. 
· pornography, adult or mature content
· promotion of any kind of discrimination, racial or religious hatred
· personal gambling or betting
· personal use of auction sites
· any site engaging in or encouraging illegal activity including radicalisation and terrorism
· threatening behaviour, including promotion of physical violence or mental harm
· any other information which may be offensive to colleagues or breaches the integrity of the ethos of TOG or brings TOG into disrepute
· using TOG systems to run a private business
· use systems, applications, websites or other mechanisms that bypass the filtering or other safeguards employed by TOG
· uploading, downloading or transmitting commercial software or any copyrighted materials belonging to third parties, without the necessary licensing permissions
· revealing or publicising confidential or proprietary information (e.g. financial or personal information, databases, computer or network access codes and passwords)
· creating or propagating computer viruses or other harmful files
· carrying out sustained or instantaneous high-volume network traffic (downloading or uploading files) that causes network congestion and hinders others in their use of the internet

This policy will be reviewed annually. 
Date of this review: - August 2026
Last review – September 2025
Chairperson sign.         Alison Brown
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